AWS ELEMENTAL APPLIANCES AND SOFTWARE SERVICE GETTING STARTED GUIDE

INTRODUCTION
The AWS Elemental Appliances and Software service getting started guide is your step-by-step guide
for getting started with Elemental on-premises Quotes and Orders, Activations, and Elemental Support
Center features within the AWS Management Console.
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BEFORE YOU BEGIN: AWS ACCOUNT REQUIREMENTS
To use the AWS Elemental Appliances and Software service, your organization needs an AWS account.

In most cases, everyone in your organization uses the same AWS
account to access the service. When they sign in, they all use the
same account ID.
IAM users are the people you authorize to access your
organization’s account. The account’s root user sets up the IAM
users. There are different IAM permissions which are covered later
in this document.
Each IAM user has their own username and password.
If your organization does not have an AWS account yet, follow this
link to create one. We have step-by-step instructions and an FAQ
to help with this process.
IMPORTANT NOTE FOR ORGANIZATIONS THAT USE SINGLE SIGN-ON TO ACCESS AWS RESOURCES

If your organization uses an internal single sign-on (SSO) platform to access the AWS Management
Console, the process is different than the one described within this document. Follow your
organization’s SSO procedure and then navigate to the AWS Elemental Appliances and Software (AEAS)
service as normal. Use your SSO platform to add additional users and adjust permissions policies, as
opposed to using the root user as described here. If you have questions, contact us using this form.
TIPS FOR CREATING AWS ACCOUNTS

Here are a couple things to watch out for when creating your organization’s AWS account:
 Payment/verification step. You must enter a credit card for verification. Learn more.
 Completing the account set up. If you haven’t fully completed the set up process, you can’t
access the service and get an error message. Learn more.
CONSOLE FEATURES
The AWS Elemental Appliances and Software service has three major areas of functionality, each
governed by a separate set of permissions. The permissions are granted through IAM policies. You
should know what is in each area before asking for or granting permissions.
Quotes and Orders is where you manage your quotes and orders for Elemental on-premises purchases.
For details, see the Quotes and Orders User Guide.
Activations is where you find details about all licensed products associated with your account. This
includes all AWS Elemental products which require the activation of a software license, such as
hardware appliances and virtual machine (VM) software nodes. It is also where you can download
software and kickstart files, generate a software license, obtain a copy of your license file, and view
release notes and critical product announcements. For details, see the Activations User Guide.
Elemental Support Center provides 24-hour access to resources that help you use and maintain your
AWS Elemental appliances and software. The Elemental Support Center offers an extensive product
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knowledge base, a support case management system, support contact information, and an integrated
search that includes AWS Elemental product documentation and technical support articles. The
Elemental Support Center is accessible with all Elemental support plans at no additional cost. For
details, see the Elemental Support Center User Guide.
MIGRATION FROM THE ELEMENTAL USER COMMUNITY
If you previously used the Elemental User Community (community.elemental.com) to download
software or manage technical support cases, we need to migrate your on-premises purchase history and
support cases to the new service. This connects your historical data to the correct AWS Account for your
organization.
There are three basic steps to the migration process:
1. Identify or create an AWS Account for your organization. If you need to create an AWS Account,
see the step-by-step instructions and FAQ for help.
2. Register that AWS Account with the AWS Elemental Appliances and Software service. If you
have not done that through direct contact with Elemental, you can use this form.
3. Add other users from your company to the service using IAM policies, which is covered in the
next section of this document.
AWS Elemental may have contacted someone from your organization already to start this process. If
you have not been contacted or if you have questions, contact us using this form.
IAM USERS & POLICIES
When your company first creates an AWS Account, you begin with a single sign-in identity that has
complete access to all AWS services and resources in the account. This identity is called the AWS
Account root user. Root account users have access to all services by default. They use IAM policies to
create additional users under the same AWS Account ID and determine permissions. For example, the
root account user can create one set of users with the permission to place new orders, and another set
of users with the permission to download software and open technical support cases. To learn more
about IAM, see Understanding How IAM Works.
To apply the correct permissions to users on an account, the root account user for the organization
needs to grant the appropriate IAM permissions policies.
TIPS FOR SETTING UP IAM PERMISSIONS

Setting up IAM permission can require some planning, especially if you have a large and complicated
organization. Here are a few tips:
 When you register the AWS Account with the AWS Elemental Appliances and Software service
(step 2 above), you need to log into your registered AWS Account as a root or admin user, or an
IAM user with the ElementalActivationsFullAccess IAM policy.
 Besides having the appropriate IAM policies for the service (noted below), all users should also
have IAMuserpasswordreset policy. This policy allows them to change the account password.
 When you grant IAM permissions to people in your organization, you don’t create additional
AWS Accounts. You create additional users under your organization’s account.
IAM POLICIES FOR THE AWS ELEMENTAL APPLIANCES AND SOFTWARE SERVICE

The following table describes each policy within the Elemental Appliances and Software service:
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Console
Feature
Quotes
and
Orders

IAM Policy Name

ElementalAppliancesSoftwareFullAccess

ElementalAppliancesSoftwareReadOnlyAccess

Activations

ElementalActivationsFullAccess

ElementalActivationsGenerateLicenses
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Policy
Description
Full access to
view and take
action on
Elemental
Appliances and
Software quotes
and orders

Read-only
access to view
Elemental
Appliances and
Software quotes
and orders

Full access to
view and take
action on
Elemental
Appliances and
Software
purchased
assets

Access to view
purchased
assets and
generate
software
licenses for
pending
activations

Detailed Description and
Suggested Use Cases
Enables user to view, confirm,
or request changes to open
quotes within your account,
place orders and submit
warranty support requests for
Elemental Link devices, and
view quote and order history.
Use this policy for customer
contacts responsible for
receiving quotes, submitting
purchase orders, and placing
vendor orders.
Grants read-only access to
quotes and order history
within the AWS Account.
Appropriate for users who
need visibility to an account’s
purchase history, but who are
not authorized to make
purchases for your
organization.
Enables the user to view all
purchased assets within your
AWS Account, download
software and kickstart files,
generate licenses, and view
release notes and critical
product announcements. Use
this policy for the people who
install and use Elemental
products.
Enables access to all
purchased assets and the
ability to generate licenses
for any unlicensed
activations. The user is able to
upload the .key file and
download the license file, but
not able to download
software or kickstart files.
Apply this policy if your
organization has internal
controls separating
ownership for installation and
use of Elemental software.

4

ElementalActivationsDownloadSoftwareAccess

ElementalActivationsReadOnlyAccess

Elemental
Support
Center
ElementalSupportCenterFullAccess

Access to view
purchased
assets and
download
related software
and kickstart
files

Enables access to all
purchased assets and the
ability to download software
and kickstart files. The user is
not be able to generate
licenses for any unlicensed
activations. Apply this policy
when the your organization
has internal controls
separating ownership for
installation and the use of
Elemental software.

Read-only
access to the
detailed list of
purchased
assets
associated with
the user’s AWS
account

Grants read-only access to all
purchased assets, including
product details, links to
documentation, and
supported software and
kickstart versions. The user is
not able to generate licenses
or download software files.
Apply this policy to users who
are responsible for ordering
and/or accounting for
purchased assets, but who are
not responsible for using or
maintenancing those
products.
Enables the user to open and
manage support cases as well
as see product support
content. Use this policy for
the people who work with
support or use Elemental
products.

Full access to
open and
manage support
cases and view
product
knowledge

ADDITIONAL RESOURCES
Quotes and Orders User Guide
Activations User Guide
Elemental Support Center User Guide
Frequently Asked Questions (FAQs)

If you need help with access or permissions, contact contact us using this form.
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APPENDIX

Appendix A: Common questions about creating an AWS account
How do I create an AWS account?
To create a new AWS account:
1. Go to the Amazon Web Services homepage and select Sign Up or, if you've recently signed into
AWS, Sign into the Console
2. Enter the requested account information and select Continue
3. For the account type, choose Personal or Professional. These two account types are
functionally identical. Enter the requested personal or company information.
4. Read the AWS Customer Agreement, and then check the box.
5. Choose Create Account and Continue. In order to view quotes, place orders, and use other AWS
services, you need to complete steps 5-7.
6. Navigate to the Payment Information page and enter a payment method
7. Navigate to the Phone Verification page and follow the instructions to enter and verify your
preferred contact phone number
8. Navigate to the Select a Support Plan page and choose one of the available AWS Support
plans. This does not affect your AWS Elemental Support plans. For a description of the available
AWS Support plans and their benefits, see AWS Support - Features.
If you’d like to see these instructions in more detail and with screenshots, see Creating a new AWS
Account: Details and screenshots.
When I created an AWS account, I had to enter a credit card for billing. Will my credit card be charged
when I confirm an order on the AWS Console?
While all new AWS accounts require entry of a credit card for billing and fraud prevention, there are no
charges to use the AWS Elemental Appliances and Software service.

If I place an order for AWS Elemental Appliances and Software through my AWS account, and later I need
to file a support caset or request an RMA, do I contact AWS Support?
No. AWS Elemental Support manages your post-sales experience as they always have. Continue to work
with your AWS Elemental Sales Manager for any sales-related issues. For product technical support,
submit a support request in the AWS Elemental Support Center.

What is the AWS Free Tier? (AWS payment information page)
The AWS Free Tier allows you to get hands-on experience with AWS Services such as Amazon EC2,
Amazon S3, and Amazon RDS. The AWS Free Tier includes services with a free tier available for 12
months following your AWS sign-up date, and additional service offers that do not automatically expire
at the end of your 12 month AWS Free Tier term. Learn more about the AWS Free Tier.

© 2021 AWS Elemental. All rights reserved.

6

Reminder: The 12 months of free tier access refers to AWS Services, such as Amazon EC2, Amazon S3,
and so on. It does not impact your use of the AWS Elemental Appliances and Software service, which is
always free to use.

Why do I need to provide payment information? (AWS payment information page)
We ask for a credit or debit card to allow for a seamless transition to paid usage of AWS Services if your
account exceeds the AWS Free Tier limits. Also, we use your payment information to verify the
authenticity of your account and prevent fraudulent activity. Use of the AWS Elemental Appliances and
Software service is always free to use.

I created my account but am blocked from accessing the service by this message: Your service sign-up is
almost complete!
It may take up to 24 hours to activate your account. If after 24 hours your account is still not activated,
follow the instructions after the message. Be sure to look for any instructions that may have been
emailed to you regarding activating your account. You may need to complete the phone verification
step, or further verify your payment details. In some cases you may need to setup Multi-Factor
Authentication. To activate Multi-Factor Authentication, use the My Security Credentials section of
your user menu.
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Appendix B: Create a new AWS account: Details and screenshots
1. Navigate to aws.amazon.com and click Sign in to the Console in the upper right corner:

2. Select Create a new AWS Account

3. Fill out the Create an AWS Account form. You can change the AWS account name later if necessary.
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Reminder: The 12 months of free tier access refers to AWS Services, such as Amazon EC2, Amazon S3,
and so on. It does not impact your use of the AWS Elemental Appliances and Software quote
confirmation service, which is always free to use.
4. Enter your contact information, check the legal terms and conditions checkbox, and select Create
Account and Continue. The AWS Customer Agreement dictates your use of AWS Services, but does
not impact your quotes and orders placed with AWS Elemental.
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5. Enter payment information. There is no cost to using the AWS Elemental Appliance and Software
service and your purchases are invoiced according to the agreed upon payment terms between you
and AWS Elemental. Click Secure Submit.
Important Note: The payment information is required for all new AWS accounts, and it serves
two main purposes: 1) it verifies the authenticity of the account being created in order to
prevent fraudulent activity; and 2) it enables a seamless transition to paid usage of AWS
Services. AWS Services do not include your AWS Elemental Appliances & Software purchases.

If you navigate away from the Account creation page at the Payment Information page, you can
still log back into your account using the credentials you entered on the first step. However, you
can’t use any services until you complete the remaining steps. This include the AWS Elemental
Appliances and Software quote confirmation service and Elemental Support. When you navigate to
a service from the Services menu, you see the following message:

If you get this message, you need to log back in and complete the process.
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6. Confirm your identity by entering a phone number. AWS uses this number to either send a text
message or automated voice call. This is a one-time step for account creation and verification. The
phone number entered is not used for future communications.

A verification pop-up window appears. Enter the 4-digit verification code sent to you:

If entered correctly, the screen confirms that your identity has been verified:
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7. Select an AWS Support Plan. This plan covers your use of AWS Services, and has no relation to the
AWS Elemental Service Plans you choose to purchase with your AWS Elemental Appliances and
Software orders. If you plan to use this AWS account strictly for the AWS Elemental Appliance and
Software service, we suggest you select the Basic Plan:

Once you select an AWS Support plan, you see an account confirmation page. You can select the Sign
in to the Console button to log into your account from here.
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You also receive two emails:
1) A message confirming successful creation of your account:

2) A message confirming your enrollment in the AWS Support Plan of your choice:
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Appendix C: View AWS account information
Once you have successfully created your new AWS account, you can log in and access your account
information in the drop-down menu under your Account name:

From the My Account page, you can view your 12-digit account ID, as well as contact information, IAM
roles and permissions, and billing preferences:

Appendix D: Add new users with IAM policies
This section covers how to add additional users to your AWS account and grant them permission to use
the AWS Elemental Appliances and Software service.
1. Log in as root user of your AWS account.
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2. From the account dropdown menu, select My Security Credentials:

3. If you have not visited the page before, you may see a pop-up notification. Select Continue to
Security Credentials:

4. From the left-hand navigation menu, select Users. On the Users page, select Add User:

5. Enter the user name, select AWS Management Console access, set a custom password, require
password reset, and then select Next: Permissions:
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6. Under Set permissions, click Attach existing policies directly, search for Elemental, and click the
selection box next to the Elemental Appliances and Software Policies you want to apply. See IAM
Policies for the AWS Elemental Appliances and Software service for details. Once you have selected
all policies for the user, select Next: Tags:

7. You don’t need to add tags. Select Next: Review:
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8. Review the selections you made for this user, and then select Create User:

9. The Success message includes a URL to send along to the new user. Select Close at the bottom of
the screen to return to the Console | Users page. You should see the new user listed.
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